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Security Policy Frameworks
An information technology security manager is responsible for bringing in high-level problem-solving skills in regards to security issues. They assess and manage information while implementing new technologies. Security policies are a set of rules by an organization to ensure users abide by instructions regarding the security of data stored. It protects information which a healthcare facility ought to protect. Hospitals need to implement strict procedures to keep their network secure, protect confidential records of their patients, and maintain secure transmission of data. To curb the ever-evolving threats, regular training, employee orientation and identification of visitors and patients is paramount (AlHogail, 2015). Security policies should safeguard confidentiality, information availability when needed, and preserve the integrity of its operations. 
Assessing risks involves allowing evaluation through close monitoring tools from products such as firewalls. Following closely on what other organizations are using as their security policies would provide crucial insight on the relevant framework to implement. The organization should ensure the plan conforms to legal requirements. Viable plans ought to have specific minimum standards to ensure integrity and privacy. Level of security should equal the level of risk in that too little security could be as bad as too much security. Presence of experienced and dedicated staff require a written code of conduct since too much protection can be a hindrance to smooth business operations. Teams need to be included in the policy development, understand the need for a responsible security policy. It makes them more inclined to comply once they are informed, and rules developed. 
Training employee is the most useful strategy that helps them understand and discuss real-world practical implications of the policy. Training gives room for policy redefining and adjustments. All staff members should ensure they have read, understood and signed the plan. Putting it into writing shows commitments, and everyone is brought on board. A clear set of procedures that spell out the penalties for breaches in the security policy should be set and to be enforced. Due to the dynamics in the security policy, keeping your staff up-to-date will make them aware of what might affect them in their day to day activities. Advocating for open communication due to the evolving network security threats is the key to success. The security policy is enforced by installing the tools needed (Peltier, 2016). Investment in tools ensures security products are customizable, adhered to no matter how complex they could be in the most cost-effective manner.
The security framework to be used should address the security challenges in the industry. Healthcare organizations are increasingly finding the need to reassure their customers that they have incorporated adequate security measures. There is a growing demand to comply with the organization's security with recognized security frameworks and standards. HITRUST CSF is the widely adopted security framework in the healthcare sector. It was developed in collaboration with health care and information security. The presence of the common security framework is an essential tool that all healthcare organizations can use in their approach to regulatory compliance and risk management irrespective of the size.  An appropriate security framework assists healthcare with prescriptive and scalable security controls, perform assessments, manage activities, report and track compliance. Its core objective should be the protection of information as a core pillar of healthcare information systems and exchange. 
The guidelines to an appropriate policy should be based on one that is taking inputs from various healthcare and providing specifics on its application to the sector. Based on merits, a good plan should offer prescriptive requirements to help the medical organizations, federal acceptance through market approval and grants. It should have limited liability in that organizations are less liable in the event of cyber-security incidents (Elkhannoubi and Belaissaoui, 2016). HITRUST is the appropriate framework for healthcare organizations since it has nearly 80% per cent of health plans and hospitals. It assures supporting initiatives, and recognized cyber information sharing.
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